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Overview

= What is Digital Forensics?
= Basic Approach and Process
= Basis Products
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What is Digital Forensics?

Process to answer questions about digital states and events.
Digital Investigation is a more accurate term
Typical forensics deals with:

= |dentification
= |ndividualization

= Comparisons
Digital forensics is a process of searching and analyzing

BASI

TECHNOLOGY Copyright © 2006 Basis Technology Corp. All rights reserved.



Examples

= An employee is suspected of violating a company’s Internet-usage
policy.
= A hard disk is found in the house of a suspected terrorist.

= Abnormal logs are observed on a server - a security breach is
suspected.

= A person is suspected of a murder or kidnapping.
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Basic Approach / Process

Preserve the state of the computer (the crime scene)

1
2. Survey the data for “obvious” evidence

3. Based on survey results, search for more detailed evidence
4

Use evidence to reconstruct events

TECHNOLOGY Copyright © 2006 Basis Technology Corp. All rights reserved.



Step 1: Preservation

= Goal is to prevent the computer state from changing

= Typical approaches:
= Unplug / power down the computer (if it is running)
= Make a bit-wise copy of the hard disk
= Copy only specific files
= Copy memory before computer is powered off
= Approaches to copying hard disks:
= Boot computer using trusted media:
= Media Exploitation Kit (Basis), Linux Live CD, DOS Floppy
= Remove hard disk and place in trusted system

= Legal Requirements:

= May need to show that the original drive was not modified
= May need to show that the copy has not been modified
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Image File Formats

Data are typically saved to a file in a special format

Raw format
= Same size as original hard disk
= Does not store metadata (serial number, MD5 hash, etc.)
= |s not compressed
=  Widely supported

EnCase format
= Compresses data
= Stores metadata
= Not open or extensible
AFF (Basis)
= Compresses data
= Stores metadata
= Open and extensible
= (Can store metadata separate from image data
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Step 2: Survey for Obvious Evidence

= From experience, investigators initially look for general types of
evidence based on the scenario.

= |ntrusions: Logs, rootkits, hidden files and directories
= Contraband graphic images: Image files, web history
= |ntelligence: Documents, e-mails

= Specialized tools are used for this.

= The tools serve four major functions:
= Process data structures
= “Data analysis”
= Present the data to the investigator
= Perform searches of the data
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Data Structure Processing

= Process data structures and extract data:
= File systems
= E-mail boxes
= Office documents

= Recover unallocated data

Text,
Disk Files / images,
Image Volumes Data etc.
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Data Analysis

= Examine general types of data for information
= Text analysis
= Unicode normalization
= [anguage Ildentification
= Named entity extraction
= Transliteration
= |mage analysis
= Steganography detection
= Computer-generated vs. real image
= Video analysis
= Executable analysis
= File clustering / classification
= Password cracking
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Data Presentation

= File system data typically presented in “File Manager”-type

interface

= The investigator looks for relevant data

FILE ANALYSIS = KEYWORD SEARCH FILETYPE = IMAGE DETALS META DATA DATAUNT = HELF

P4 o

= Non-automated

1996.10.14 2002.06.13 2002.06.13 3016 48 O I.lZ.-..lZB:.:'l"‘j

irectory: r/r  label.oxe
:?:wn : | 01:38:00 (EDT)  17:08:40(EDT) 170845 (EDT)
| rfr  legacy.inf 1996.10.14 2002.06.13 2002.06.13 4654 48 0 ﬂjﬂmm
01:38:00 (EDT)  1T:08:40(EDT) 17:08:40 (EDT)
| ok 1 rfr  lights.exe 1996.10.14 2002.06.13 2002.06.13 35600 48 0 184-128-4
| meac 01:38:00 (EDT)  17:08:40 (EDT)  17:08:40 (EDT)
rf- LMREPL.EXE CHO00.00 .00 00000000 00000000 1] 0 0 1]
ALL DELETED FiLES 00:00:00 (GMT)  00:00:00(GMT)  00:00:00 (GMT)
rfr  LMREPL.EXE 1996.10.14 2002.06.13 2002.06.13 B6RO0 48 O 185-128-4
EXPAND DIRECTORIES. 01:38:00 (EDT)  17:08:40 (EDT) 17:08:45 (EDT)
i r/r  loadfix.com  1996.10.14 2002.06.13 2002.06.13 1131 48 0 861284
e 01:38:00 (EDT)  IT:08:40(EDT) 170840 (EDT) (realloc) | |
rfr  leadfix.com [1996.10.14 2002.06.13 2002.06.13 1131 48 0 186-128-4 +
It 01:38:00 17:08:40 17:08:40 L]
ASCII (display - report) * Strings (display - report) * Export * Add Note
File Type: MS Windows PE 32-bit Intel 80386 GUI executable
: String Contents Of File: E:\/system32/inetins.exe E}
IThis program cannot be run in DOS mode.
| -rexe
" .rdata
| #.data
.EBEE
| #.reloc
| MSVCRT . 411
| | xERNEL32.411 | =
| vser3z.di1 .
L | I Ad
B A s I Copyright © 2006 Basis Technology Corp. All rights reserved. 11

TECHNOLOGY



Data Searching

= |If the investigator knows what he is looking for, the tool can search
for it:

= Keywords
= e-mail addresses
= names

= File types

= File names

= File times

= Specific files (hashes)
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Keyword Searching

= Type in keyword

= Searches for ASCIIl, Unicode, and/or code page variants

= Logical or physical search

basis

bas

= |ndexing is used to make searches faster
= Most tools support regular expressions
= Result shows the location of the keyword

=  Current limitations:

= Little assistance with keyword expansion for different encodings or

normalization

= Some tools do not properly extract text from files (i.e. PDF)

BASIS

TECHNOLOGY

Copyright © 2006 Basis Technology Corp. All rights reserved.

13



File Type Searching

= Most file types have a unique signature

= All JPEG files start with 0xffd8 and end with 0xffd9, PDF
starts with “PDF”

= One technique is to search for all files of a given type (i.e.
JPEG)

= Can detect extension mismatches (rename bad.jpg to
bad.exe)

= Can “carve” files from unallocated space in a file system
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File Hash Searching

Goal is to easily identify “Known” files

Hashes of known files are calculated and stored
= NIST NSRL

Search to identify “Known Bad” files
= Hacking tools
= Training manuals
= Contraband photographs
Ilgnore “Known Good” files
= Microsoft Windows files
= Standard application files
= Standard build files (corporate server deployments)
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Cross-drive Searching

= Goal is to find relationships between computers

= Correlate computers based on:
= E-mails and chat logs
= Unique files
= Names
= Locations of files
= Network shares and domains
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Step 4: Event Reconstruction

= The evidence is the “effect” of an event.

= How did it get there? What program created it? What user caused
the event?

= Common practice in:
= Intrusion cases
= Child pornography: Intentional download?
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Basis and Digital Forensics

= Focus is on large scale data and foreign language support

= Large scale data:
= Increasing hard disk sizes
= |ncreasing number of connected computers
= Provide ability for better collaboration among investigators
= Provide more automation, correlation, and data analysis techniques
= Provide open, plug-in frameworks for analysis modules

= Foreign languages:
= |ntegrate text analysis functionality
= Provide assistance with code pages and keyword expansion
= Provide triage support to include language types and named entities
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Basis Products

= Media Exploitation Kit:
= Bootable CD and external USB / Firewire Drive
=  Automatically copies contents of hard disk to external drive
= Requires little training
= Advanced Forensic Format (AFF)
= Open and extensible disk image storage format

= Open Digital Forensic Framework (ODFF)
= Open plug-in framework for analysis techniques
= Automated Data Reduction System
= |dentifies unknown files and clusters them
= Multiple-drive Analysis System
= Allows for interactive analysis and collaboration
= (Can correlate computers together

BASIS

TECHNOLOGY Copyright © 2006 Basis Technology Corp. All rights reserved.

19



Brian Carrier

brianc@basistech.com
617-386-7132

Copyright © 2006 Basis Technology Corp. All rights reserve

d.

20




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


